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1. ¥YcranoBka cepBepHOM YacTH
B nanHOM paszzgene omucaH MpoLECC YCTAHOBKU CEPBEPHOM YacTU MPOrpaMMHOrO o0ecreueHus Ha
Linux-cepsep (Droplet).

1.1. YcranoBka .NET 8
sudo apt install -y aspnetcore-runtime-8.0

1.2. YcranoBka Nginx
sudo apt install nginx

1.3. Pa3BepThiBanne 6a3bl 1aHHbIX PostgreSQL nis cuctembl SMARTGUIDE

#¥Y cranoBuTh penozutopuii PostgreSQL

sudo sh -c 'echo "deb https://apt.postgresgl.org/pub/repos/apt $(Isb_release -cs)-pgdg main" >
letc/apt/sources.list.d/pgdg.list’

wget --quiet -O - https://www.postgresql.org/media/keys/ACCC4CF8.asc | sudo apt-key add -

sudo apt update

#YcranoButh PostgreSQL
sudo apt install postgresql postgresql-contrib -y

#YcranoButh PostGIS uuid-0ssp ¢ https://postgis.net
Kommnonent H606XOI[I/IM A XpaHCHUA I'COJIOKAIMUITIONIb30BaTCIIA

# YcranoBka Liquibase u pa3BepThiBaHUE

sudo apt install openjdk-21-jdk -y

wget -O- https://repo.liquibase.com/liquibase.asc | gpg --dearmor > liquibase-keyring.gpg

cat liquibase-keyring.gpg | sudo tee /usr/share/keyrings/liquibase-keyring.gpg > /dev/null

echo 'deb [arch=amd64 signed-by=/usr/share/keyrings/liquibase-keyring.gpg] https://repo.liquibase.com
stable main' | sudo tee /etc/apt/sources.list.d/liquibase.list

sudo apt-get update

sudo apt-get install liquibase

#IIpoBepka ycTaHOBIIEHHOTO KOMIIOHEHTa liquibase
liquibase --version

#YcTanoBKa KOMIIOHEHTa UUId-0SSp
create extension if not exists "uuid-ossp";

1.4. Pa3zBepTbiBanue ceppucoB SMARTGUIDE

#Co3nanue qupexkropun APi

sudo mkdir -p /var/www/api

sudo chown -R $USER:www-data /var/www/api
sudo chmod -R 775 /var/www/api

#Co3manne TUPEKTOPUH JIJIi MUKPOCEpBHUCa

sudo mkdir -p /var/www/server

sudo chown -R $USER:www-data /var/www/server
sudo chmod -R 775 /var/www/server

#Co3nanue (aiioB IepeMEeHHBIX OKpYKeHHs (.env (ailyibl) A XpaHEHUs] CECHCUTUBHOM MH(pOpMaluu:
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#API

sudo nano /var/www/api/.env
SerilogWriteToOArgsapiKey=<API| KEY>

DbRepository _ConnectionString=<CONNECTION_STRING>

#Server

sudo nano /var/www/server/.env
SerilogWriteToOArgsapiKey=<API KEY>

DbRepository _ConnectionString=<CONNECTION_STRING>

#Co3nanue onucanus ciyxObl systemctl ¢ ykazanueM KoH(Urypauun
(B mepemennoii Environment ykasatp 3amyckaeMyto KOHGHUTYpaIHIO, 1Jis
cepsucos (Production/Staging) Encolab.Server.Api.service)

sudo nano /etc/systemd/system/Encolab.Server.Api.service
[Unit]

Description=Encolab API Service

After=network.target

[Service]

WorkingDirectory=/var/www/api

ExecStart=/usr/bin/dotnet /var/www/api/Encolab.Server.Api.dll
Restart=always

# User and group to run the service

User=www-data

Group=www-data
Environment=ASPNETCORE_ENVIRONMENT=Staging

[Install]
WantedBy=multi-user.target

#Encolab.Server.service

sudo nano /etc/systemd/system/Encolab.Server.service
[Unit]

Description=Encolab Service

After=network.target

[Service]

WorkingDirectory=/var/www/server
ExecStart=/usr/bin/dotnet /var/www/server/Encolab.Server.dll
Restart=always

# User and group to run the service

User=www-data

Group=www-data
Environment=ASPNETCORE_ENVIRONMENT=Staging

[Install]
WantedBy=multi-user.target

#Pa3pemuTh mepe3ayck cepBUCOB 0€3 mapois

sudo nano /etc/sudoers.d/<3amate monb3oBarens™>_sudo

<nosnb3oBarens> ALL=(ALL) NOPASSWD: /bin/systemctl restart Encolab.Server.Api.service
<nosb3oBarenb> ALL=(ALL) NOPASSWD: /bin/systemctl restart Encolab.Server.service
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#Pa3BepHYyTh CEpBUCHI
#CronupoBaTh CKOMIMIMPOBAHHBIE OMHAPHUKU CEPBUCOB B COOTBETCTBYIOIIHME manku st API
Ivarfwww/api

#CKOHHpOBaTL CKOMHI/IJII/IpOBaHHHe 6I/IHapHI/IKI/I CepBI/ICOB B COOTBCTCTBYIOH_II/IG ITIaIIKHu JUUIA
MHUKpOcCeEpBUCca
Ivar/www/server

#3amyck cepBHCOB

sudo systemctl enable Encolab.Server.service
sudo systemctl start Encolab.Server.service

sudo systemctl enable Encolab.Server.Api.service
sudo systemctl start Encolab.Server.Api.service

#Hacrpoiika pesepc npokcu Nginx
sudo nano /etc/nginx/sites-available/smartguide
(B xauectBe server name HEOOXOAMMO 3aaTh peanbHbIX aapec xoctuHra (IP unmu DNS))

server {

listen 80;

server_name _;

location /seq/ {

proxy_pass http://localhost:5340/;

proxy_set_header Host $host;

proxy_set_header X-Real-IP $remote_addr;

proxy_set_header X-Forwarded-For $proxy_add_x_forwarded_for;

¥

# REST API kondurypanus

location ~ ~/(api|swagger)/ {

proxy_pass http://localhost:5000;
proxy_http_version 1.1; # Use HTTP/1.1 for REST
proxy_set_header Host $host;

proxy_set_header X-Real-IP $remote_addr;
proxy_set_header X-Forwarded-For $proxy_add_x_forwarded_for;
proxy_set_header X-Forwarded-Proto $scheme;

# Optional timeout settings for REST
proxy_connect_timeout 30s;

proxy_send_timeout 30s;

proxy_read_timeout 30s;

}

location / {

try_files $uri $uri/ =404;

}

error_log /var/log/nginx/smartguide_error.log;
access_log /var/log/nginx/smartguide_access.log;
¥

# Y nanenue Hacrpoiiku default

sudo rm /etc/nginx/sites-enabled/default

# IIpoBepka U MpUMEHEHNE HACTPOIKHU nginx A smartguide
sudo In -s /etc/nginx/sites-available/smartguide /etc/nginx/sites-enabled/
sudo nginx -t
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sudo systemctl reload nginx
2. YcraHoBKa padouero Mecra

2.1. IlonroroBka peno3utopuen Astra Linux
[lepen ycraHOBKOMH akeTOB yOeIUTECh B KOPPEKTHOCTH MOJIKIFOUEHHBIX PENO3UTOPHEB:
cat /etc/apt/sources.list

[Mpumep s Astra Linux Special Edition 1.8:

# OCHOBHOI1 peno3uTopuil

deb https://dl.astralinux.ru/astra/stable/1.8_x86-64/main-repository/ 1.8 x86-64 main contrib non-free
non-free-firmware

# PaciimpeHHbIN perno3uTopuil
deb https://dl.astralinux.ru/astra/stable/1.8_x86-64/extended-repository/ 1.8 x86-64 main contrib non-
free non-free-firmware

OOHOBUTE CIHUCOK IIAKETOB:
sudo apt update

2.2. YcranoBka .NET 8.0
SDK
sudo apt-get update && \
sudo apt-get install -y dotnet-sdk-8.0

Runtime
sudo apt-get update && \
sudo apt-get install -y dotnet-runtime-8.0

ASP.NET Core Runtime
sudo apt-get update && \
sudo apt-get install -y aspnetcore-runtime-8.0

2.3. PazBepThIBaHNe MPUJIOKEHUS
CoznaTth pabouyro TUPEKTOPHIO:
sudo mkdir /nome/smartguide
PazapxuBupoBaTh TUCTPUOYTHUB MPUIIOKEHUS B
/home/smartguide.
Jlns 3amycka nputoskennst Encolab.Clients. App.Desktop:
cd /home/smartguide
JEncolab.Clients.App.Desktop

3. YcTaHOBKAa MOOHJIBHOIO MPUJIOKEHHUS
Jnst ckaunBaHUs yCTAaHOBOYHOTO (paitiia He0OX0AUMO ¢ MOOUITEHOTO YCTPOIMCTBA MIEPEUTH IO CCHUTKE
pacmoioxeHus TucTpulOyTrBa. B oTKphIBIIEMCS OKHE HaxaTh «CKadaThy:

CkauyuBaHue danna

HauaTtb 3arpy3aky
ru.encolab.clients.app.mobile.apk (57,0
MB)?

OTtmeHa Ckavatb

Puc.1 CkaunBaHue 1 yCTaHOBKA MPHUIIOKEHUS
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